The DES code used for the implementation of this document is known as KA9Q and is freely available from http://www.ka9q.net/code/des/index.html . This library supports both DES and triple-DES. Since triple-DES is implemented on top of DES the examples in this document use regular DES in order to give a better understanding of the underlying algorithms.

Calculating the Key Check Value

The Key Check Value (KCV) is a checksum derived from the Key Value (KV). The KV is a 128-bit number and from it a 64-bit KCV value is derived. In order to calculate the KCV apply the following algorithm:

1. Take the KV: XXXX XXXX XXXX XXXX YYYY YYYY YYYY YYYY

2. Divide it into a left and right part where each part is 64 bits long:

Left=XXXX XXXX XXXX XXXX
Right=YYYY YYYY YYYY YYYY


3. Initialize a 64-bit buffer with zeros. Call this buffer Result.

4. DES encrypt Result with Left.

5. DES decrypt Result with Right.

6. DES encrypt Result with Left

Once done the buffer Result holds the KCV for the input KV.

Calculating the Key Encryption Key

The Key Encryption Key (KEK) is derived from the secure key value slips that are disseminated by the LSE. The slips are groups by serial number, and within that by component number. Each component consists of a Key Value (KV). To calculate the KEK apply the following algorithm:

1. Set KV1 to be the KV from component 1.

2. Set KV2 to be the KV from component 2.

3. Set KV3 to be the KV from component 3.

4. Set Result to be KV1 (Result=KV1)

5. Xor Result with KV2 (Result^=KV2)

6. Xor Result with KV3 (Result^=KV3)

7. Check each byte in the Result buffer for odd parity (i.e the number of bits in the byte is an odd number). If the parity is not odd then set the upper bit to 1.

8. The result is a 128-bit key.
Calculating the Summary Key Check Value

The steps involved with this are:

 

1.  Use the KEK to encrypt a 64 bit block of zeros - the result is the Summary Key Check Value

2.  Encrypt means encrypt with left hand side of the KEK, decrypt encrypt with right hand side of the KEK, and encrypt again with the left hand side of the KEK

3.  Fax this Summary Key Check value back to the Exchange using the form provided.
Decrypting the MAC keys from the Logon Ack (5L2) message

If you successfully log onto the exchange via a 5LI message you will receive a logon acknowledgement message containing a USAP MAC key and an exchange MAC key (session keys). The USAP MAC key is used to encode messages sent by a user into the exchange. The exchange MAC key is used by the user to validate messages sent by the exchange. Each key is 128 bits long. Before these keys can be used they must be decrypted using the Key Encryption Key (KEK). To decode a MAC key apply the following algorithm:

1. Set KL to be the left 64 bits of the KEK.

2. Set KR to be the right 64 bits of the KEK.

3. Set LeftBlock to be the left 64 bits of the MAC key.

4. Set RightBlock to be the right 64 bits of the MAC key.

5. Decrypt LeftBlock using KL
6. Decrypt RightBlock using KL
7. Encrypt LeftBlock using KR
8. Encrypt RightBlock using KR
9. Decrypt LeftBlock using KL
10. Decrypt RightBlock using KL
11. Set the left 64 bits of the decoded key to be LeftBlock

12. Set the right 64 bits of the decoded key to be RightBlock

Calculating the Checksum on a Message

When sending a message into the exchange you must calculate a checksum from the message based on the decrypted USAP MAC key. This checksum is then placed into the “AuthenticationCode” field of the architecture header. When a message comes from the exchange a checksum should be calculated using the decrypted exchange MAC and then compared with the value in the “AuthenticationCode” field of the architecture header. When calculating the checksum the pre-message header must not be used in the calculation.

The MAC keys used by the LSE are 128 bits long. The left 64 bits are used as the encryption key. The right 64 bits are used as the decryption key.

DES works on data in 64 bit blocks. If the size of the data to be checksumed is not a multiple of 64 bits then the data should be padded on the end with enough zero bits to make the size of the data a multiple of 64 bits. To calculate a checksum apply the following algorithm:

1. Pad the data with zeros to ensure it is a multiple of 64 bits in length.

2. Set the 4 bytes that make up the Authentication Code part of the message to be spaces (0x20)

3. Set LeftKey to be the left 64 bits of the MAC key to be used.

4. Set RightKey to be the right 64 bits of the MAC key to be used.

5. Set Result to be a 64-bit buffer initially set to all zeros.

6. For each 64 bit block (Block) in the source data:

a. Xor Result with Block (Result^=Block)

b. Encrypt Result using LeftKey

7. Decrypt Result using RightKey

8. Encrypt Result using LeftKey

Result now contains a 64-bit checksum. However LSE checksums are only 32 bits long, and so the left 32 bits are used as the checksum.

Useful Functions

inline bool IsEvenParity(BYTE Number)

{


Number^=Number>>1;


Number^=Number>>2;


Number^=Number>>4;


return (Number&1)==0;

}

inline bool IsOddParity(BYTE Number)

{


return !IsEvenParity(Number);

}
